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Abstract
Science and technology are increasingly developing rapidly and advancing, offering various interactions in human life. Information and communication technology continues to develop in the digital era, especially the internet, which has a big influence on people's life patterns. The development of the internet has triggered the emergence of a type of cyber crime which is usually known as Cyber Crime. Various cases of cyber crime (Cyber Crime) have emerged in Indonesia, especially in the banking sector. In the following years until now, in Indonesia there have been many incidents of Cyber Crime, for example computer program piracy, cracking, bank burglary (banking fraud), unauthorized use of other parties' credit cards (carding), pornography, including crimes against domain names (domain names). Cyber Crime could happen because unlimited internet access. Apart from that, computer user negligence is also often the cause of this Cyber Crime. This is something that is often overlooked, namely a weak network security system. In fact, a weak network security system creates a big loophole for people who intend to commit crimes. Currently, what is used as the legal basis for Cyber ​​Crime cases in Indonesia isLaw Number 11 of 2008 concerning Information and Electronic Transactions (ITE). The ITE Law consists of 13 chapters and 54 articles which explain in detail the rules for living in cyberspace and the transactions that occur therein. Prohibited acts (cybercrime) are explained in Chapter VII (Articles 27-37).
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INTRODUCTION
The times are getting faster and more advanced every day. Currently, the world is experiencing rapid development in the digital era. The Digital Era is a condition of an era or epoch that is experiencing progress in life towards an all-digital direction. Science and technology are increasingly developing rapidly and advancing, offering various interactions in human life. The emergence of contemporary communication technologies such as the internet has changed the way people live. Human communication paradigms develop in accordance with economic, business, social and political interactions. In the past, humans were limited by various limitations and engaged directly in physical activities. With the internet, human limitations on space, distance and time disappear. The Internet is a network that unites millions of computers throughout the world. With the internet, everyone around the world can communicate by pressing the mouse and keyboard. All the information you need is at our fingertips. The convenience of the benefits obtained by using information technology makes some people tend to depend on technology to support their daily need for information. The strong influence of globalization also means that the development of information and communication technology continues to increase, supported by an adequate internet network. With the development of the internet, changes have occurred in various levels of society and life. It also immerses its users into a new culture that can change human thought patterns and behavior.
Information and communication technology continues to develop in the digital era, providing a major influence on people's life patterns. Especially the communication patterns of digital society (Fitriarti, 2019 in Tjahjaningsih, 2022). Today's society optimizes the use of digital technology in daily life and communication. Currently there is a phenomenon of easy access to information by the public (Sya'diyah, 2021 in Tjahjaningsih, 2022). Social media is a supporting factor as a medium that helps people access information. Communities within the scope of digital information are not only recipients of information but can have a role as givers or actors in disseminating communication information (Fitriarti, 2019 in Tjahjaningsih, 2022). The ease and speed of accessing information also creates new challenges. Fitriati further explained that society is still in culture shock, especially digital culture. Sometimes the information that is spread is not one hundred percent accurate, there is even false information. According to Mahsun and Mufrikhah in (Sari et al., 2021), there are three types of misinformation in society, namely misinformation, disinformation and malinformation. So that it builds up information that is not true or hoax. False or fabricated information can enter the economic, social, cultural, political, legal and other sectors. One strategy for circulating false information is to increase digital literacy (Sabrina, 2019) (Fauzi & Marhamah, 2021).
Based on the results of a survey conducted by the Indonesian Internet Service Providers Association (APJII), there were 210.03 million domestic internet users in 2021-2022. This number increased 6.78% compared to the previous year, namely 196.7 million people. With the development of the internet, it has triggered the emergence of a type of cyber crime which is usually known as Cyber Crime. Various cases of cybercrime (Cyber Crime) has appeared in Indonesia.Cyber Crime in Indonesia began to occur since 1983, especially in the banking sector. In the following years until now, many things have happened in IndonesiaCyber Crime, for example computer program piracy,cracking, bank burglary (banking fraud), unauthorized use of other parties' credit cards (carding), pornography, including crimes against domain names (domain name). Apart from that, another case of crime using computers in Indonesia is the smuggling of pornographic images via the internet(cyber smuggling), spam (junk mail),  pagejacking (moustrapping), cybersquatting, intercepting,  and  typosquatting. Meanwhile, cases of crimes against computer systems or networks include, among others cracking, defacing, spread of the virus(worm ), denial of service attack (DoS), distributed denial of service attack (DDoS), and logic bomb installation. So thereforeCyber Crime is an important issue to discuss becauseCyber Crime is a fact that has happened and is even happening at this time. Term "Cyber Crime” namely all kinds of use of computer networks for criminal purposes and purposes by abusing the convenience of digital technology.Cyber Crime carried out using technology cyber and occurs in space cyber (Cyberspace). Cyberspace  or space cyber is a world of communication based on electronic media in a computer network that offers a new virtual reality.
Of eraSociety 5.0, mass media is the main milestone in the speed of information and knowledge; However, mass media can also be a sector for spreading cybercrime. Another term for global crime is internet criminal activity. Cyber ​​crimes are all unlawful activities carried out by criminals using the latest computer-based technology for various purposes, ranging from data theft, account hacking, and so on. Crimes using information technology, especially computers and the internet (Cyber Crime) has reached an alarming stage and has become the biggest criminal threat in Asia. In the midst of cyber crime, mass media has become a facilitator which is misused by criminals, which causes many problems. The mass media must also be responsible for reducing crime rates, in particular cyber crime. Mass media is seen as having a negative impact by some people, while other people consider it to have a positive impact. The mass media reported about the case cyber crime which makes people wary, but it is also the mass media which provides tips and ways so that people can minimize the effects cyber crime. It is true that mass media has a multitude of effects, both negative and positive effects on society at large. However, it is the mass media that unites people's perceptions without seeing the boundaries that hinder it.
Judging from the analysis, cybercrime acts (Cyber Crime) occurs because, the first is caused byUnlimited internet access. Nowadays, everyone can easily use the internet. This allows people to access everything without restrictions, making it easier for criminals to carry out their actions. The second cause is negligence of the computer user. Not a few people always enter important information or data on the internet. This can make things easier for people who commit crimes. This is easy to do with little security risk and does not require super sophisticated equipment. As you know, the internet is a system that is easy to use without requiring special tools. And the third thing that is often overlooked is a weak network security system. In fact, a weak network security system creates a big loophole for people who intend to commit crimes.
There are several previous studies that discuss Cyber Crime. Previous research that became a reference in writing this article entitled "Mass Media and Cyber Crime of era Society 5.0.” written by Muhamad Bisri Mustofa; et al (2022). In this research, an explanatory method based on literature study was used, where all information was obtained from books, magazines, articles and online media. This research was carried out with the aim of analyzing mass media and cyber crime in context smart society. The second is titled“Legal Protection of Information Technology Users as Victims of PerpetratorsCyber Crime Reviewed Based on Law Number 11 of 2008 concerning Information and electronic transactions", written by Dr. Hartanto, S.H., M.H. . The research method used in this research is a normative juridical research method. This research was conducted to try to analyze the development of information technology for everyone, which has both positive and negative impacts. And the third is entitled“Variety of ModesCyber Crime in the Digital Era" written by Dede Handayani, Sintia Fardiyanti Rosianah, Dicky Imam Sobari, Dwiansyah Afriandi Putra, Haznissa Muchlis Zulhija, Indah Maulida, Muhammad Arkhab Purnama Agdana, Muhammad Khusni Mubarakh, Wanda Wulansari, Wildan Faizul Khanafi. In conducting this research , the research method used was socialization, pre-test and post-test on Al Mubarak Middle School students. This research was conducted to explain what material it is cyber crime, how to protect yourself from crime cyber crime, and provide case examples cyber crime which often happens in society.Several objects in the research focused on shapesCyber Crime and applicable criminal law in resolving cyber crimes(Cyber Crime) which will be a reference source in writing this article. Meanwhile, this research will focus on phenomenaCyber Crime in Indonesia and applicable laws.
From these things, there is a problem formulation that can be taken from this research, namely, howCyber Crime in Indonesia in the Digitalization Era and the laws that apply to people who commit cyber crimes(Cyber Crime) itself? From the problem formulation, this research was carried out with the aim of providing information and an overview of the caseCyber Crime as well as the law for someone who has done it. And as is known thatCyber Crime This can occur due to several factors. So that this research can gain benefits, namely increasing our insight into Cyber ​​Crime (Cyber Crime). Providing benefits to society through this article regarding Cyber ​​Crime prevention and handling, as well as the laws that apply to people who carry out the actionCyber Crime. This is very useful for broadening our insight, so that we are more careful about the development of information technology, which not only has a positive impact but also has a negative impact.

RESEARCH METHOD
This research is that uses mixed descriptive methods and literature studies that explore various related aspects Cyber ​​Crime phenomenon in Indonesia in the era of digitalization. Qualitative descriptive method is research conducted to examine an object, a condition, a group of people, or other phenomena with natural or real conditions (without experimental situations) to create a systematic general picture or detailed description that is factual and accurate. Meanwhile, literature study is a method solving problems by tracing sources of writing that has been written before. The subjects in this research were all Indonesian people. The data analysis technique used in this research is the descriptive analysis method. This method is used to describe data collected and analyzed from several articles. The researchers conducted a literature review to gather a variety of information on related topics. By using mixed methods, the authors were able to obtain comprehensive information and draw stronger conclusions.

FINDING
Definition and Causes Cyber Crime
The increasing flow of information and technology in the era of digitalization, especially the internet, has a positive impact on the one hand and also a negative impact on the other. The negative impact of the development of the flow of information and technology supported by the internet tends to be increasingly open so that some people use it for various misuses of the internet which tend to lead to cybercrime (cyber crime). Cyber Crime  is a criminal activity carried out in cyberspace through computers or other electronic devices.Cyber Crime  could be considered a criminal activity because it uses and targets computers, computer networks or network devices illegally.Cyber Crime can be referred to as a crime related to the interests of a person or group of people.Cyber Crime is one type of crime that harms individuals, society, and the country. Cyber ​​Crime Actions(Cyber Crime) in Indonesia has reached a worrying stage and has become one of the biggest threats. Therefore, the law for cybercrime must apply legal standards professionally and intelligently.
Activity Cyber Crime carried out by cybercriminals usually aims to seek financial gain. An example is phishing in an attempt to steal financial accounts and credit cards. Criminals usually use computers and networks for attacks such as spreading malware, phishing, illegal information, images or viruses. Cyber criminals also often target computer viruses and then spread them to other machines, sometimes even entire networks.Cyber Crime could happen becauseUnlimited internet access. Nowadays, everyone can easily use the internet. This allows people to access everything without restrictions, making it easier for criminals to carry out their actions. Apart from that, computer user negligence is also often the cause Cyber Crime. Not a few people always enter important information or data on the internet. This can make things easier for people who commit crimes. This is easy to do with little security risk and does not require super sophisticated equipment. As you know, the internet is a system that is easy to use without requiring special tools. This is something that is often overlooked, namely a weak network security system. In fact, a weak network security system creates a big loophole for people who intend to commit crimes.
Shapes and examples Cyber Crime
Cybercrime or crime in cyberspace is certainly a real phenomenon that cannot be denied. Cybercrime cases are increasing, especially in countries with minimal legal certainty in the field of modern technology. There are several forms of cyber crime that are closely related to the use of information and communication technology related to digitalization, including (Rolando 2023):
1. Unauthorized Access to Computer Systems and Services Illegal Content
It is a crime to enter a computer network system without permission (unauthorized). Usually the perpetrator of this crime is called a hacker, where he tries to sabotage important and confidential information.
For example:
a) (1999) The Indonesian government's website was destroyed when the East Timor issue was being hotly discussed
b) (In 2004) the KPU's official website was hacked by hackers who incidentally had a very high level of security.
2. Illegal content
Crime by entering data or information on the internet about something that is incorrect, unethical and considered unlawful.
For example:
a) Posting false news, slander, pornography, blasphemy, state secrets, agitation, propaganda aimed at opposing the legitimate government and so on
3. Data falsification
Crime involving falsifying data on important documents stored as scriptless documents via the internet.
For example:
a) E-commerce documents by making it appear as if there was a "typo" which ultimately benefits the perpetrator.
4. Cyber ​​espionage
It is a crime to use the internet to spy on other parties by entering the target party's computer network system.
For example:
a) The espionage case experienced by John McCain and Barack Obama during the 2008 presidential campaign. Where hackers from China or Russia installed spyware on the computers of these two presidential candidates and stole sensitive data related to US foreign policy
5. Cyber ​​Sabotage and Extortion
Crimes committed by disrupting, damaging or destroying data, programs and systems that are integrated into the internet.
For example:
a) Usually this crime involves hackers inserting a logic bomb, or other virus which causes the computer to become unusable. In some cases, after sabotage occurs, hackers will offer to repair the data, systems and programs for a certain fee.
6. Violation of Intellectual Property
This crime is aimed at Intellectual Property Rights owned by other parties on the internet.
For example:
a) Illegal imitation of the appearance on a web page of a site belonging to another person, broadcasting information on the internet which turns out to be a trade secret and so on.
7. Privacy Breach
Crimes aimed at someone's information which is very personal and confidential. This crime usually leads to someone's personal information stored in a computerized manner. The leak, personal information in the form of credit card numbers, ATM PINs, health information and disease history and so on.
For example:
a. (In 2000), sites attacked included the Jakarta Stock Exchange (BEJ), Bank Central Asia and Indosatnet.
b. (In 2000), Fabian Clone succeeded in breaking into Bank Bali's website, previously he also succeeded in breaking into Bank Lippo's website. Both banks provide Internet banking services, the losses suffered were greater than the losses suffered by the JSE
8. Carding
Is a purchasing activity that uses a credit card and someone else's identity. Credit card data information is obtained through theft, usually from illegal websites and spammers.
For example:
a) (2022)a credit card thief and two travel agents.
9. Phishing
It is the act of luring a computer user into disclosing confidential information by sending fake important messages, which can be in the form of emails, websites, or other electronic communications.


Sample case Cyber Crime in Indonesia
Many cases Cyber Crime what happened in Indonesia. One of them was the Yogyakarta DI Regional Police who arrested five carding perpetrators and secured tens of millions of pieces of evidence from foreign traders. Likewise with Buy alias Sam, a student at a college in Bandung. Due to his actions, several parties in Germany suffered losses amounting to DM 15,000 (approximately 70 million rubles) during the year. Some time ago, carders also intercepted the credit card details of two well-known shopping center outlets. The method is, when the cashier swipes the card during payment, the data information is stolen when the information goes to a certain bank. As a result, many credit card holders report receiving bills for transactions they never made. This crime condition refers to the misuse of credit cards by unauthorized parties. In this case the motive for the action is included in cybercrime as pure evil. Because the attacker deliberately used someone else's credit card. Case Cybercrime this is a form of crime cyber crime that is carding.
The subject of this case falls into the category of cybercrime, namely attacking property rights and personal attacks. This is contrary to Article 30 of Law no. 11 of 2008 concerning ITE. Unlawful access is prohibited in article 30 of Law Number 11 of 2008 which is regulated in paragraph: (1) Every person intentionally and without authority or against the law accesses another person's computer and/or electronic system in any way. (2) Every person intentionally and without right or against the law accesses a computer and/or electronic system in any way with the aim of obtaining electronic information and/or electronic documents. . (3) Any person intentionally and without authority or unlawfully accesses a computer and/or electronic system in any way by violating, breaching, exceeding or breaching the security system.
Criminal Law AgainstCyber Crime in Indonesia
Cybercrime is a term that refers to committing a crime via a computer or computer network which is the means, object or place where the crime occurs. Basically, law is a regulation regarding the attitudes (behavior) of individuals and society which determines state sanctions for violators. despite the worldcyber is cyberspace.
Currently it is used as a legal basis for cases Cyber Crime in Indonesia is Law Number 11 of  2008 concerning Information and Electronic Transactions (ITE). It is hoped that the ITE Law can protect people who use information technology in Indonesia. This is important because the number of internet technology users is increasing every year. The ITE Law also regulates various kinds of punishments for crimes via the internet. The ITE Law consists of 13 chapters and 54 articles which explain in detail the rules for living in cyberspace and the transactions that occur therein. Prohibited acts (cybercrime) are explained in Chapter VII (Articles 27-37). Apart from the ITE Law, there are several other positive laws that apply generally and can be imposed on cybercriminals, especially in cases where computers are used as tools, including:
a. KUHP
b. Law Number 44 of 2008 concerning Pornography
c. Law Number 11 of 2008 concerning ITE
d. Law Number 36 of 1999 concerning Telecommunications.
e. Law Number 8 of 1999 concerning Consumer Protection.
f. Law Number 15 of 2003 concerning Eradication of Terrorism
g. Law Number 19 of 2002 concerning Copyright. U
h. Law Number 8 of 1997 concerning Company Documents
i. Law Number 25 of 2003 concerning Amendments to Law Number 15 of 2002 concerning the Crime of Money Laundering
j. Law Number 5 of 1999 concerning Prohibition of Monopolistic Practices and Unfair Business Competition. Law Number 15 of 2003 concerning Eradication of Terrorism
CONCLUSION
Can be concluded that Cyber Crime is a type of crime that arises as a result of misuse of information technology, especially the internet.Cyber Crime  is a criminal activity carried out in cyberspace through computers or other electronic devices.Cyber Crime  could be considered a criminal activity because it uses and targets computers, computer networks or network devices illegally.Cyber Crime can be referred to as a crime related to the interests of a person or group of people.Cyber Crime is a type of crime that endangers individuals, society and the state. Activity Cyber Crime carried out by cyber criminals usually aims to seek financial gain.Cyber Crime could happen because Unlimited internet access. Nowadays, everyone can easily use the internet. This allows people to access everything without restrictions, making it easier for criminals to carry out their actions. Apart from that, computer user negligence is also often the cause Cyber Crime. Not a few people always enter important information or data on the internet. This can make things easier for people who commit crimes. This is easy to do with little security risk and does not require super sophisticated equipment. As you know, the internet is a system that is easy to use without requiring special tools. This is something that is often overlooked, namely a weak network security system. In fact, a weak network security system creates a big loophole for people who intend to commit crimes. Therefore, in facing Cyber Crime in Indonesia, Indonesia has a legal basis for cases Cyber Crime what is happening, which is currently being used is Law Number 11 of 2008 concerning Information and Electronic Transactions (ITE). The ITE Law consists of 13 chapters and 54 articles which explain in detail the rules for living in cyberspace and the transactions that occur therein. Prohibited acts (cybercrime) are explained in Chapter VII (Articles 27-37).
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