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Abstract

This study aimed at analyzing the government’s efforts to provide protection for medical record data of patients
as a form of legal protection for patients’ medical data. In the midst of the flurry of cases of personal data
leakage by hackers, it has raised concerns from various parties about the possibility of medical records leaking
of someone’s medical history. Medical history or medical record contains confidential information about a
person’s condition related to health and the history of health care that has been carried out. It becomes
particularly serious when it records certain diseases of the patient that should not be spread out to the public.
In Indonesia, several regulations regarding the protection of personal data which is a person’s privacy rights
have been formed. However, this is not enough to deal with the development of digital technology to provide
legal certainty for the protection of personal data including medical records as one of the objectives of the law,
namely to provide legal certainty and protection.

Therefore, this study examines how the legal protection of medical record data based on legal protection
according to positive law and the Personal Data Protection Act.
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INTRODUCTION

Humans as living and growing creatures will go through phases where they are in good and poor condition.
Instinctively, humans who are ill will make efforts to heal themselves by seeking health services to get medical
care. Health services encompass actions related to the medical field, where patients are provided with medical
treatment based on the patient’s complaints and health conditions. The development of health services has
followed the advancement of technology and information. Development in health services is not limited to
treatment methods, medicines, and medical equipment used in the treatment process, but also in the process of
collecting patient data through digital medical records which allows the patient’s medical history will be
accessible digitally. Based on Permenkes No. 209/MENKES/PER/III/2008, a medical record is a file that

contains notes and documents regarding the patient's medical history and treatment including identity,
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examinations performed, medical procedures, type of treatment, and other service facilities that the patient
underwent, namely outpatient and inpatient care in both private and government hospitals, including other
health service centers such as the Puskesmas.’

Along with the rapid development of technology, it has become a tool for storing large amounts of
information digitally in various electronic media that are vulnerable to data breaches caused by irresponsible
parties. This is medically known as electronic health (e-Health). Electronic health is defined as an innovation
that is used in the exchange of medical information where matters related to health services and information
are enhanced through media and internet technology. Electronic health services can include medical care,
consultation, online pharmacy services, and various health information that can be accessed online because the
purpose of creating electronic health services is to provide patients with fast and efficient access to health,
making it more comfortable for patients. them to receive the care they need. As is known, with these
technological advances, there are loopholes that can be exploited, especially regarding the security of personal
data. To overcome these weaknesses, Indonesia as a legal state based on the 1945 Constitution has a
constitutional obligation to provide legal protection to all its citizens as a government institution.”? Legal
protection for citizens for personal data has been regulated in Article 28G paragraph (1) of the 1945
Constitution which states that everyone has the right to self-protection, the right to feel safe, and protection
from all forms of threats and scared.?

Protection of personal data is part of fundamental human rights and if there are issues related to misuse of
personal data, the owner of personal data has the right to legal defense and protection.* In medical or health
context, protecting personal data pertains to medical record data. The medical record itself is defined as a
statement made in written form or digital record containing identity, history taking, physical determination,
laboratory/radiological examination, diagnosis, all forms of services and medical procedures provided to
patients, including emergency services.’ Medical records are used to:¢

1) Take notes regarding health maintenance;
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2) Keep records of medical history;

3) Provide evidence in the event of an incident related to medical action, such as allegations of malpractice;
4) Provide a guide for education and research purposes;

5) Become the basis for payment of health service costs;

6) Provide health statistical data.

Cases of hacking of patient medical record data are still common where on the RaidForum website as many
as 6 million patient medical record data belonging to the Ministry of Health have been leaked and freely sold
on the site. The patient’s personal data that were successfully hacked included patient identity data and medical
record data which contained anamnesis, international diagnosis, clinical examination, referral ID for supporting
examinations, and the patient’s treatment plan.” The occurrence of this case is a reflection of the importance of
legal protection for patient medical record data. In Law Number 27 of 2022 concerning Protection of Personal
Data it is stated in Article 1 number 2 that it has been regulated that personal data protection is the entire effort
to protect personal data in the personal data processing chain in order to guarantee the constitutional rights of
personal data subjects. Therefore, in this study the author was interested in examining more deeply and more
specifically regarding the protection of personal data, specifically on patient medical record data. As such the
title of this study is “Protection of Medical Record Data as a Form of Legal Protection of Health Data
through the Personal Data Protection Act”.

RESEARCH METHOD

The writing method in a scientific research is a step taken by researchers to collect data or information that
is deemed necessary to then be processed and analyzed scientifically.® The writing method used in this research
is normative juridical research, using library research.’ The source of legal material used in this study focuses
on literature related to the main research topic, namely the legal protection of medical record data through

personal data protection laws.

RESULT AND DISCUSSION

Cases of leakage of patient health data have raised concerns among the public and it leads the opinion that
the government is unable to safely accommodate private data belonging to the public and guarantee legal
certainty. Misuse of personal data places demands on the government to form a legal regulation that specifically
regulates the protection of personal data. The rise of demands for personal data protection arises from the
increasing cases of leakage of personal data on digital platforms, both managed by the private sector and the
government. This is also balanced with the awareness that the impact of personal data leakage is the misuse of

personal data which can cause material and non-material harm to the owner of personal data.
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As a result, a legal framework was established to safeguard personal data and provide legal protection for
it and this protection is regulated in Law Number 27 of 2022 concerning Personal Data Protection which has
been promulgated in State Gazette No. 6820 of 2022 which was stipulated on October 17, 2022. In this law,
personal data is defined as data about individuals who are identified or can be identified separately or combined
with other information, either directly or indirectly through electronic or non-electronic systems. Leakage of
personal data has involved several aspects, such as leakage of personal data from service provider users, data
from the Population and Civil Registry Service, to leakage of patient medical records on the Health Service
server. Prior to the enactment of the Personal Data Protection Act, the Minister of Health had issued Minister
of Health Regulation Number 269/MENKES/PER/I11/2008 of 2008 concerning Medical Records which stated
that information regarding the patient's identity and medical history must be kept confidential by the electronic
system administrator which in this case relates to the hospital regarding hospital management.'® Even so,
certain reasons given by law, such as requests from law enforcement officials in the interest of investigations
based on court orders. This has been regulated in Article 57 of the Health Law which regulates the right to
secrecy of personal health conditions as referred to in paragraph (1) does not apply in the following cases:

1) Law Orders;

2) Trial order;

3) With the permission of the patient concerned;

4) For the benefit of the wider community (usually regarding research); or
5) For the benefit of the person.

Ownership of medical records as stipulated in Law Number 29 of 2004 concerning Medical Practice which
in article 47 paragraph (2) mentions “Medical records must be stored and kept confidential by doctors or
dentists and leaders of health care facilities” and Permenkes Number 269 of 2008 concerning Medical Records
which explicitly stipulates that medical record documents or files are the property of Health Service Facilities
while the contents of medical record files are the absolute property of the patient. Therefore, patients have the
right to obtain their own medical information recorded in the medical record file, including requesting a copy
of this information.!! Article 57 paragraph (1) of Law Number 36 of 2009 concerning Health emphasizes that
everyone has the right to secret personal health conditions that have been submitted to health service providers.
This is in line with the words of Article 32 Letter I of Law Number 44 of 2009 concerning Hospitals which
mentions “every patient has the right to obtain privacy and confidentiality of the illness experienced along with
the patient’s medical data”.

Returning to the influence of scientific and technological developments that affect almost all sectors,
technology has begun to be developed in the medical field, including creating a system that can provide
convenience in storing and recording a person’s health medical records in a computerized manner with the aim

that this data can be accessed on integrated health services so that health services (hospitals) can access patient
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medical records even though they have never had treatment or medical examination at that hospital/health
service. The Ministry of Health launched a health application called E-health. E-health is an application created
to provide health services as a form of new knowledge that innovates in the exchange of medical information,
public health, and matters related to internet and technology-based health information services.'? E-health can
not only be used by health service providers but can also be used by health service users as consumers and
researchers.

E-health has a system called Electronic Health Record (EMR), in which EMR is used to improve the
quality of performance in patient care and services by health workers/medical personnel. Medical personnel
include doctors, midwives, nurses, and administrative staff in health services. The importance of EMR as initial
information for health workers in obtaining complete and accurate information about the patient’s health
condition and medical history. It allows them to sharpen the diagnosis that influences decision-making
regarding the action to be given to the patient. E-health as a system based on internet technology is vulnerable
to exploitation and system security.

Personal data and privacy are two different things but are related to one another. In theory, privacy
protection and personal data protection have different scopes. Electronic protection of personal data can be
found in Law Number 11 of 2008 concerning Information and Electronic Transactions as amended into Law
Number 19 of 2016. Legal protection is an effort made in terms of fulfilling rights and providing assistance to
give security for witnesses and/or victims, such as through the provision of restitution, compensation, medical
services, and legal assistance.'3 Legal protection can be both preventive and countermeasures. In other words,
legal protection provides an overview of the concept of the law itself, namely providing justice which aims to
create order so that it will lead to legal certainty and provide benefits for achieving legal ideals, namely peace
in society.

Based on the previous description, the right to privacy of personal data in obtaining legal protection is a
perfect right that is within the patient’s power but within the limits of statutory provisions. Referring back to
the Personal Data Protection Act, personal data protection is a series of efforts made to protect the rights of
personal data owners and provide constitutional guarantees of the rights of personal data subjects. Strictly
speaking in Chapter XIII of the Personal Data Protection Act, Article 65 has prohibited everyone who
unlawfully obtains or collects personal data that does not belong to him with the intention of benefiting himself
or others which can result in harm to the subject of personal data. By having given sanctions for violations as
referred to in Article 65 in article 67 of the same law as emphasized in paragraph (1) “Every person who
intentionally and unlawfully obtains or collects personal data that does not belong to him with the intention of

benefiting himself or others which can cause harm to the subject’s personal data as referred to in Article 65
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paragraph (1) shall be subject to imprisonment for a maximum of 5 (five) years and/or a maximum fine of Rp.

5,000,000,000.00 (five billion rupiah).

CONCLUSION

Personal data by law becomes part of the right to privacy protection which has received legal protection by
law. Likewise, with medical records such as patient personal data which contains information that is private, it
is very important to get certainty of legal protection. There are several laws and regulations that have provided
regulation regarding the protection of patient personal data including medical records. In addition to the
regulations of the Minister of Health and the Hospital Act, the protection of personal data can refer to the
Information and Electronic Transactions Act or by using the provisions stipulated in the Personal Data

Protection Act, Law Number 27 of 2022.
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